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That exchange of ideas produced some fantastic prospects that may change the 
professionalism of our chapter with revisions to administrative non-profit business 
practices, sponsorship and the sector chiefs’ programs. 

Several of your Operating Committee members volunteered half of their weekend 
day to engage in some Strategic Planning. We were fortunate enough that the in-
credibly experienced Mark Morgan from StratEx Advisors and author of two books 
on strategic planning joined us to facilitate the meeting and guided us on our first 
steps of professional strategy planning. A huge THANK YOU to Mark and StratEx! 

One strategic goal we identified is to increase information sharing by better serv-
ing the membership that isn’t in Sacramento. Our chapter covers one of the larg-
est districts in the country, stretching from the Oregon border to Bakersfield, con-
taining almost 8 million people. While still in the formative stages, one tactical 
change to achieve that strategic goal you should see this fall is the digitization of 
our training meetings, either as webcasts for remote viewing or a podcast style 
storage mechanism.  
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SPECIAL POINTS OF 
INTEREST 

• New Website

• Active Shooter

• Cyber Hygiene

The IMA Quarterly, coordinated, edited and distributed by the IMA Operating Com-
mittee, will provide information sharing environment and chapter event updates to 
our membership on relevant Homeland Security and Public Safety issues.  

 This piece is Unclassified and can be shared with other InfraGard members and 
appropriate industry professionals. 

 Articles from this newsletter are the opinion of the author and do not represent 
the official opinion of InfraGard or the FBI. 

 Output will be primarily electronic, distributed in a PDF format. 

Welcome to the Sacramento InfraGard Members 
Alliance newsletter! 

Recently, the InfraGard Pacific Region Presidents 
held a two-day summit in San Diego, CA. Attendees 
from Hawaii and mainland chapters as far away as 
Idaho, Alaska and Arkansas met and shared best 
practices. It’s interesting to see how different chap-
ters approach things, each reflective of their own 
regional culture, but grounded in protecting America 
and the people in it. 

Presidents Message 

Brian Banning, CEO 



InfraGard exists to enhance and facilitate information sharing between the FBI and the private sector to 
better ensure Homeland Security and the safety and security of our Nation.  I thank you for being in this 
organization because your individual membership increases the organization’s ability to do that. 

In closing, thank you to the FBI, all volunteers involved with InfraGard, sponsors, and presenters.  And, 
heartfelt congratulations to Kimberly Pratt, a Sacramento IMA member, who has just been installed as 
the Executive Director of the InfraGard National Members Alliance! 

  2 

A Review of the 2nd Quarterly Meeting 

A wonderful turnout at the May 17th, 2017 Quarterly 
Meeting focusing on the Health, Financial and Cyber 
Sectors of our critical infrastructure.  Speakers included: 

 Single Citizen ID Across All Services the State Deliv-
ers  - William (Bill) Harrod, Cyber-Security Advisor for 
CA Technologies’  Public Sector Security practice  

 Healthcare Emergency Management + Partnerships 
= Improved Resiliency  - Kristina Freas, CEO, Freas 
Emergency Management Group & Cheri Hummel, 
California Hospitals Association  

 CA Cyber Center Briefing  - Colonel Keith Tresh, Com-
mander, Cal SEC 

 San Bernardino Active Shooter – Domestic Terror-
ism with an International Affiliation  - Lieutenant 
Mike Madden, San Bernardino’s Public Information 
Officer & Community Affairs Division Manager, San 
Bernardino PD  

Presidents Message Continued 

 

Responding to Active Shooter and Improved  Explosive Devices 

DHS Hometown Security: Tools to Help Your Community Prepare - 
Through the Hometown Security Initiative, DHS provides free tools and 
resources to communities because the Department recognizes that 
communities are the first line of defense in keeping the public safe and 
secure. DHS encourages businesses to connect, plan, train, and report. 
Applying these four steps in advance of an incident or attack can help 
better prepare businesses and their employees to proactively think 
about the role they play in the safety and security of their businesses 
and communities. Find more at:  

 https://www.dhs.gov/hometown-security 

https://www.dhs.gov/hometown-security
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InfraGard Board of Directors and  
Operating Committee 

Sacramento  InfraGard 

members are reminded 

that is necessary to log into 

the national portal at least 

every 90 days to maintain 

active membership.  

InfraGard.org 

Visiting this chapter 

webpage does not serve to 

keep your membership ac-

tive. 

New Website!! 

If you haven't already visit-

ed , check out the new Sac-

ramento  InfraGard Mem-

bers  Alliance website: 

InfraGard-Sacramento.org 

InfraGard 

Membership 

ALERT 
The Sacramento IMA holds regular meetings and provides members with 
a forum for information sharing within a secure environment, while    
focusing on protecting the critical infrastructure of Sacramento and sur-
rounding areas. 
The members of the Sacramento IMA are part of a national network of 
FBI-vetted volunteers who are Subject Matter Experts (SME) for critical 
infrastructure in one or more critical sectors. It provides a trusted forum 
for the real-time exchange of information, training, and expertise related 
to the protection of critical infrastructure. 

https://www.infragard.org/Application/Account/Login
http://infragard-sacramento.org/index.html
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Save the Date… 
 Active Shooter Training June 14— 8am-12pm, Location: 3720 

Dudley Blvd. McClellan Park, CA 95652

The Government Emergency Telecommunications Service (GETS) and the Wireless Priority Service (WPS) 
are emergency communications services offered by the United States Department of Homeland Security. 

They essentially prioritize your communications traffic over nonmembers when service is overwhelmed by 
high message traffic during disaster response and recovery. 

There is an application process and InfraGard members are all eligible for these services. 

GETS is a free service designed to support national leadership; federal, state, local, tribal and territorial 
governments; and other authorized national security and emergency preparedness users. Enrolled mem-
bers get a telephone calling card. 

WPS is an easy to use add on feature subscribed to a per cell phone basis. WPS calls receive priority over 
normal cellular calls. WPS is added to your monthly wireless bill (10$ activation + $4.50 per month + .75 
cents per minute. 

To apply for GETS and/or WPS please contact: 
Mr. Jaime Chanaga, National GETS/WPS Coordinator 
GETS@InfraGardMembers.org 
(212) 203-3925 
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GETS/WPS for InfraGard Members 

Cyber Hygiene Tips 

By Rusty Sailors 
Chairman and CEO, LP3 SecurIT, and Chairman, Protecting Tomorrow 

Cyber security is a business problem, not a technical problem – you have to solve it as one. Hackers 
run successful international enterprises, leveraging an agile and adaptable business model. They 
benefit from your lack of attention to cyber security and poor investment in protecting your data. 
Did you know you’re twice as likely to be successfully hacked then to get in an auto accident? Yet 
many small to medium-sized businesses are not wearing a cyber security seat belt. The following 
cyber hygiene tips will give you a head start on the road to cyber safety. 

Email and Phishing 

• Automatically delete anything that looks out of the ordinary.

• Phishing is one of the most effective means to gain access to your account. If the email looks
like it’s from someone you know, give them a call or send a text to make sure – they’ll be glad
to hear from you.

• Often the sender will have gathered some basic information about you and include it in the
email you receive so it appears legitimate.

CONTINUED... 

mailto:GETS@InfraGardMembers.org


Banking, Public Computers and Free WiFi 
• When using online banking services, make sure the sites you navigate to are secure.
• One quick clue to determine whether a website is safe is if the URL begins with “https://.”
• Look for the padlock icon at the bottom of your browser, which indicates the site uses encryp-

tion.
• Type web site URLs directly into the address bar. Do not follow links – go directly to the known

web site for your bank or other institution.
• If at all possible, don’t use public computers – someone can log your info!
• Never use free public WiFi – it’s worth it to use your phone’s hot spot.
• f you have to use a public computer, such as one at a hotel, never enter your personal infor-

mation.

Social Networks 
• Develop a social media policy for your organization.
• f you want to share pictures of your travel, share them after you return.
• Choose a strong password that you change often.
• Take the time to set your privacy settings to control who can see what.
• Sharing personal information online can give hackers the information they need for very suc-

cessful spearphishing.
• Always think carefully about any information you choose to share online.

Passwords 
• Many people choose a password that's easy to remember – like an address, pet's name or spe-

cial date – and use it over and over again.
• These are easy to find through the weakest accounts, and attackers try these first because they

can gain access to many different valuable accounts.
• To protect your passwords online, follow these tips: Make sure it's a minimum length of eight

characters.
• Include at least one character that isn't a letter or number – e.g. a symbol.
• Be creative. Use the first letter of each word of a memorable sentence or phrase, then make it

even tougher by changing some of the letters to numbers (e.g. use a "3" to replace an "e").
• Consider an odd passphrase you will always remember

“Old dogs eat blue ice cream” and modify it to something like: 
“O1ddogs3@tblue!cecream” – just a few changes you can remember 

• Choose a password manager – then use the complex passphrase to access the password man-
ager.

The password manager creates complex passwords for your ac counts. 
It enters the credentials or password for you. 
The likelihood of reputable password managers getting hacked is minimal compared to 

someone finding the same password you use all the time. 
• Choose odd, but memorable answers to security questions:

What was the make of your first car: “blue” 
What high school did you attend: “cold” 




